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Common Fraud
Schemes

Knowing where and how fraud
occurs can be a crucial step towards
improving your fraud detection and
prevention procedures, saving your
client or your company a significant
amount of money and time. Here are
common fraud schemes.
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Shell Company Schemes
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Shell company schemes use a fake entity created by an employee to
charge their company for a service or product it never receives. The
money from this payment ends up in the employee’s pocket. This fake
entity is legally created but often has no active business per se.

The purpose ofthis scheme s to conceal the real identity of the company
or employee fraudulently acquiring funds through the shell company.
The shell company only truly exists on paper although with more
sophisticated fraud concealment strategies fraudsters may create an
office or hire employees to create the illusion of legitimate business.

Forming a shell company is easy. Although submitting the necessary
filings to register a company in the states includes items such as a
company name, a name and address of agent for service of process
and signatures of incorporators these are generally not verified before
the state accepts formation. In some cases, in a matter of minutes you
have yourself a shell company.

A more complex shell company scheme is the pass-through scheme.
Thescheme providestheillusion of anarm’s length business transaction
with a real company. The goods and services are received, the internal
three-way match is in full compliance and the internal person has
committed the fraud either alone or in collusion with an external party.
To further complicate the matter, the middle company, which is the
pass thru company, is either a shell company or a real company. There
are over 15 permutations of the pass thru entity scheme. How the
scheme operates will also vary by industries.
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Fraud Risk

Statement

Fraud risk statements are a good
start to a more data driven {raud-
based approach to detection and
prevention. This section will take a
quick look at how the use of Fraud
Risk Statements can better improve
your prevention techniques.

Fraud Risk Statement
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Fraud risk statements can be broken down into five basic components.

1. The person committing the fraud

Identifying the person committing the fraud can start with a very
basic description and does not require names. As a rule, we refer to
individuals by their job title. It is best to start with a generic description
(for example “budget owner”) and narrow this down to a specific role
or job title - the more specific this is the better your understanding of
the business processes involved. In more complex cases, this element
is important for considering direct and indirect access, as well as the
impact of internal controls. People play a key part in fraud, so the
impact of controls and their access can be pivotal to understanding and
preventing fraud.

2. The type of entity
The type of entity depends on the business system. In the expenditure
cycle the entity is a vendor, in payroll the entity is an employee, in
revenue the entity is a customer. You can also have intangible entities
such as inventory sku #.

With this description while you similarly start broadly with a description
of the business system more complex discussions have over twenty-five
difference types of entity. These can be real or fake; much like a vendor
or company can be real or fake.

3. Fraud action statement
This describes the act committed by the person involved. For most
disbursement fraud schemes primary categories include false billing,
pass thru schemes, overbilling, and disguised expenditure schemes.
Each primary category can have multiple sub-categories. For example,
there are least ten different permutations of the pass thru scheme.
Ideally this statement will be adapted based on industry.

4. Impact statement
This statement describes either the monetary or non-monetary impact
the fraud will have on the organization.
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Summary

A fraud risk statement is not how the fraud is concealed or how a
perpetrator benefits from a committing a fraud risk statement but rather
it is intended to provide fraud auditor with the necessary elements to
build their fraud audit program. Recall that in this context the following
statements are not fraud risks:

* Bribery fraud risk. A bribe is how the person benefits from
committing a fraud risk statement, the fraud conversion statement.

 False document scheme. A false document is how a perpetrator
creates the illusion that the transaction is real, the fraud
concealment statement.

* Fraud concealment. This correlates to the fraud red flag analysis
versus the fraud risk statement. On occasion, describing some aspect
of the concealment helps in understanding the fraud risk statement
but it is not in itself a fraud risk statement. This is an element of style
versus methodology.

Acommonfraudterminologyisessential for creating fraudrisk statements
and ensures a smoother process when creating fraud audit programs. In
the next section we'll take a look at how to further improve your fraud
detection using fraud risk identification methodology, all working with
common terminology

Fraud Detection

& Prevention

In the previous sections we looked at
common fraud schemes and starting
points for fraud prevention and
detectionusingfraudriskstatements.
In this section, we’ll take a brief
look at how fraud risk identification
methodology can help improve your
fraud detection policies making it
easier to identify fraud in areas you
might not previously have been able
to detect schemes.




4




=H|



https://www.leonardvvona.com

The next step? Contact Us

‘ Ge!n touch w1th Frauj : “

Auditing Ine. today &



https://www.leonardvona.com/contact

